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Have You Protected Yourself Adequately on Facebook? 

 

Some friends recently expressed a concern about being ‘compulsorily’ migrated to ‘Timeline’ on 

Facebook. They had heard that this would take away their privacy – and were asking me what they 

should do. While giving them my two-bits worth, I realized these pointers would be of help to a much 

larger audience. Hence this detailed post – a ‘step-by-step’ how-to guide. 

 

Facebook’s Timeline – Why should you be concerned? 

When you switch to Timeline, it is very easy for someone to search for any of your old posts and 

activities since the Timeline lists each year very conveniently on the right side of your screen. Earlier, it 

took a lot more effort as one had to scroll down to the bottom of your page and wait for the auto-

refresh to pull up the old entries. 

So What? 

This means that your friends, and, if you haven’t set your privacy settings properly, complete strangers 

can view your entire history. Think if this were to be made available to the police, future employers, or 

to plain criminal elements. 

So What Should I Do? 

If you haven’t been paying too much attention to your personal privacy and security settings on 

Facebook in the past, it is time you woke up and took some action. 

This note will help you get started.  

 

1. GENERIC SETTINGS: 

Even before we get into details of managing your personal privacy on Facebook, let us first ensure you 

have got your basic security settings right. 

  



Have You Protected Yourself Adequately on Facebook?   
 

2 ©Arrka e-Security Solutions                                                                                                                                                                        www.arrka.com           

 

1.1 Enable ‘Secure Login’: 

This is a good security feature from Facebook that keeps track of the device or devices you usually 

login from and alerts you every time a new device is used. So if someone else is trying to login to 

your account, you immediately get an alert. 

To enable this, follow the steps below: 

 Go to ‘Account Settings’ in the ‘Home’ tab – as below: 

 

 

Figure 1 

 

 Go to the ‘Security’ tab – as below: 

 

Figure 2 
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 Click on ‘Login Notifications’. The following shows up: 

 

 

Figure 3 

 

 Check the ‘Email’ text box and/ or the ‘Text Message’ box. I recommend checking the Email 

notification box at the minimum. Text messages tend to sometimes get lost, especially if you are 

travelling and out of your regular mobile zone. 

 

Once you do this you will see the following when you login next time.  

 

 

Figure 4 

 

It basically means that Facebook is asking you to identify the device (PC/Laptop/Mobile/Ipad/etc) you 

are logging in from.  You can give it any name you want – and click on ‘Save Devices’. This device then 

gets added to your list of ‘Recognised Devices’, which you can see in the ‘Security Section’ tab, as shown 

in fig 2, the next time you login. 

Simultaneously, you also get an alert over email as shown below: 
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Figure 5 

 

 

1.2 Enable Secure Browsing: 

This means you turn on encryption between your browser and Facebook while you are using 

Facebook. This is done by enabling what is known as an ‘https’ connection – where you see a little 

lock coming on in your browser and the url window shows “https” instead of “http”.  

Don’t worry if this sounds rather technically complicated – just turn it on! To do this, follow the 

steps as below: 

 Go to the ‘Security Settings’ tab – as shown in fig 2 

 Click on ‘Secure Browsing’ –  you will see the following : 

 

 

Figure 6 

 

 Check the box there as shown in the figure above. 

 Click on ‘Save Changes’ 
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2. PRIVACY SETTINGS: 

It is very important that you understand and manage these settings properly. What information about 

you is available to your friends and to the world at large depends on these settings – and therefore your 

privacy online depends on this too. 

To go to ‘Privacy Settings’, click on the drop down menu next to ‘Home’ on the top right hand corner of 

your screen (as shown below) 

 

Figure 7 

 

Under this tab, you will find the following: 

 

Figure 8 

 

Make sure the settings are default set to ‘friends’ – as shown above. This will ensure that whatever you 

post is restricted to being viewed only by your friends. 

Scroll further and you will find the following: 
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Figure 9 

 

Go into each of the items in turn by clicking on the ‘edit settings’ link next to it. And follow the 

suggestions given below for each 

 

2.1 “How you connect” 

This enables you to control who can send you Facebook requests, who can send you messages, etc. 

If you want to limit access to your posts and information to just your friends (and you should!), then 

follow the suggestions given below 

 Click on ‘edit settings’ against the ‘How you connect’ tab 

 You will see the screen below: 

 

Figure 10 
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 Against each of the items, I would suggest you restrict access to only your friends (as shown 

above) – except, of course, for who can send you friend requests. 

Why is this so important? 

Lots of folks have the ‘Friends of friends’ option enabled – or worse still is ‘everyone’. The ‘everyone’ 

option should be avoided at all costs (except for who can send you a friend request), as it means that 

your information is available to all, it becomes searchable on google, etc and basically puts you and your 

friends at great risk.  

The ‘friends of friends’ option is also risky because remember you don’t have any control over who your 

friends in turn are friends with and what those ‘friends of friends’ can do with your info.  

 

2.2 ‘Timeline and Tagging’ 

This section helps you control your posts, who gets access to them, etc. 

Suggested settings here are given below. 

 Click on ‘edit settings’ against the ‘Timeline and Tagging’ tab 

 You will see the screen below: 

 

Figure 11 

 Against the sections where you get to control access, suggest you restrict it to ‘friends’ only. This 

will ensure that only your friends can see what is posted on your Timeline and, in turn, post on 

your Timeline (and not their friends or complete strangers!) 

 Also remember that Facebook allows others to tag you in their posts. Even these tags should 

ideally be restricted to friends only via the setting above. 
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Now lets us come to the third item in the screen above – “Review posts friends tag you in before they 

appear on your timeline”. This means that even when one of your friends has tagged you, it won’t be 

shown on your timeline until you specifically approve it.  

This is important because the moment you are tagged, someone else has decided to let the world know 

about you and draw attention to you. You had better be aware of who this is, what is the context etc 

before you let your friends see it! 

 To enable this, click on the tab next to the item (it will be either ‘on’ or ‘off’). You get to the 

screen below 

 Click on ‘enable’ in the drop down menu as shown 

 

Figure 12 

 

Similarly, set the last two items – ‘Review tags friends add to your own posts on Facebook’ and ‘Who 

sees tag suggestions when photos like you are uploaded’ – as shown 

The last item is an innocuous-sounding but potentially alarming one. Facebook has developed 

technology for facial recognition – and hence can throw up suggestions when photos get posted on 

Facebook by picking resemblances to users and suggesting tagging them. This is certainly avoidable and 

it is best to turn this off – which you can do by setting the tab to “no one” as shown above. 

 

2.3 Apps, Games & Websites 

Apps and games on Facebook are very popular and I am sure you are hooked on to some game or the 

other, not to mention being subscribed to multiple apps. While these can indeed be great entertainment 

and provide you some good conveniences, it is important you know the following: 
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- Apps / games are built, owned and maintained by 3rd parties – not by Facebook 

- Facebook allows the app / game designers to take a whole lot of info from your profile – by 

default 

o This means that people you don’t know are getting access to your information 

 And what they do with it, in turn, is completely beyond your control 

- It doesn’t end here. If your friends are subscribed to certain apps, those apps can also get info 

from your profile.  

Scary, huh? Not to worry – there are some controls that you enable while you continue to enjoy the 

advantages that apps and games offer. The section below takes you through this aspect. 

So when you click on ‘edit settings’ against the ‘Ads, Apps and Games’ section on the main privacy 

settings page, the following screen is presented to you: 

 

Figure 13 

 

2.3.1 Apps you use 

If you are the paranoid sorts, like me, who doesn’t want 3rd party apps or sites outside Facebook to 

access and retain any information about me, then the only way to do it is to not use any apps. In which 

case, the best thing to do is to use the “turn off” feature in the “Apps you use” settings (as marked out 

in the figure above).  

When you click on “Turn off”, the following alert appears: 
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Figure 14 

 

Click ‘Turn Off Platform’ – and this is how it would get reflected in your settings: 

 

Figure 15 

 

But this is really inconvenient!! Is there some other way out? 

Sure…. 

However, before you turn on the controls, please do the following: 

- Firstly revisit the apps that you have signed up for (they are listed in the ‘apps dashboard’).  

You’ll be surprised to find some apps/ games that may show up in your list that you probably 

don’t even remember signing up for 

o Delete these. Keep only those apps and games that are absolutely mandatory and you 

really use frequently 

Next, for those apps and games you want to retain, let us control what info goes out to 3rd parties. 
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2.3.2 ‘How people bring your info to the apps they use’ tab 

This section helps you control the kind of information about you that can be given out to 3rd parties via 

apps and games.  

 Go to ‘edit settings’ against the above item – as shown below 

 

Figure 16 

 The following screen is shown: 

 

Figure 17 

 

Shocked by the kind of info that is shared?  
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 Well, turn off all the info you don’t want to share – and click on ‘Save Changes’. For eg, on the screen 

above, I have unchecked each box.  Note: Some apps / games may require some basic info from the 

categories above for it to work. In which case, you may have to turn those on again. 

 

2.3.3 Instant Personalisation 

Facebook has tied up with some popular sites to “personalize” them for you when you visit. So, for eg, 

when you visit that site, you get to instantly see what your friends have been upto on that site. Yes, this 

also means that when your friends visit these sites, your own activities on these sites are shown to 

them. 

So if you want to keep your activities private, then go to ‘edit settings’ against ‘Instant personalisation’. 

The following screen shows up: 

 

Figure 18 

 

You have the option to turn this off – right at the very end. Uncheck that box as I have done above. After 

all, why should the whole world know what you do outside of facebook? 

 

2.3.4 Public Search 

The next tab, ‘public search’, enables search engines like Google to show up a preview of your timeline if 

someone searches for you. This means that your basic info (that is available prior to someone ‘friending’ 

you) becomes public.  
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You’d rather not have this on - so make sure this is disabled. For this, click on ‘edit settings’ against 

‘Public Search’, get to the screen like the one below and make sure that the ‘enable public search’ box is 

unchecked – as shown below. 

 

Figure 19 

 

2.3.5 Ads 

At the moment, Facebook claims that they don’t share any of your info with advertisers. But they 

‘reserve’ the right to do it later. To make sure that they continue to NOT give out your info even if they 

change their policy, you need to manage the settings in this section. 

 So, click on ‘edit settings’ against the ‘Ads’ section. The following screen shows up: 

 

Figure 20 

 

 Go to ‘Edit third party ad settings’ –  you get the following screen: 
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Figure 21 

 

Make sure the option selected is “No one”. Then click on ‘Save Changes’ 

Next go to the second part - the ‘Ads and Friends’ section. This feature allows your friends’ ‘likes’ to 

show up against specific ads that you see. And similarly, your own likes get shown to your friends.  

To stay out of this whole thing, you need to turn this off too. So go to ‘Edit social ads setting’ – the 

following screen shows up: 

 

Figure 22 

Make sure that the status against “pair my social actions with ads for” is “no one”. And remember to 

“Save changes” after that. 

 

2.4 Limit the Audience for Old Posts on your timeline 
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When moving to Timeline, your old posts become easily accessible to your friends (and others, if you 

have not put in controls). To control this, you can do one of the following: 

1. Go to each individual post from the past and change the settings individually. OR 

2. Use this global feature on Facebook. This lets you limit all your old posts to only friends in one 

shot 

To do #2, 

  Click on ‘Manage past post visibility’ against the ‘Limit the Audience for Past Posts’. The 

following screen pops up: 

 

Figure 23 

 Click on ‘Limit Old Posts’ 

 You get another ‘warning’ as below: 

 

Figure 24 

 Click on ‘Confirm’ 

 The following message shows up: 
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Figure 25 

3. PROFILE SETTINGS: 

Now that you have completed the major exercise of managing your privacy settings, let us turn to some 

specific settings and actions on your profile 

Note: This assumes you have already switched to “Timeline’. The views and screenshots are specific to 

‘Timeline’ 

First, let us see how your profile appears to strangers – folks who are not friends with you on facebook. 

 Go to your profile page (click on your name on the top right hand corner) 

 

 Click on the “Activity Log” icon and click on “View As” in the drop down menu – as shown below: 

 

Figure 26 

This takes you to a screen that looks like the one below – which shows how your profile will appear to 

the public (those who are NOT your friends). If you have completed the privacy settings as above, then 

the view (as shown below) is largely blank - except for your photo and name (greyed out in the 

screenshot below). 
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Figure 27 

Make sure it is indeed as above – else you may need to go back and recheck your privacy settings. 

Next, enter a friend’s name in the field at the upper left corner and see how your profile will appear to a 

friend. This time, all your info and posts should show up. 

Remember whenever you post something: 

 Restrict it at least to “friends”. If you have made lists or groups within your friends, you can 

further restrict to that also: 

 

Figure 28 

 

 Ensure your photos are not public: 

For the photos that you upload to your profile, wall or even on mobile uploads (or in any album) you can 
select the audience for each individual photo.  

https://www.facebook.com/help/?faq=120939471321735
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For photos you have already posted, do the following:  

 Go to your profile (timeline) and click on the Photos section. 
 Select the album where the photos you want to manage are. 
 Click on the photo you want to edit.  
 When the photo is expanded, the current audience of the photo will appear in the upper right 

corner. Click on the icon and select the audience you want to share the photo with. 

Some basic Do’s and Don’ts: 

In the Basic Info you put up in your profile: 

- As far as possible, avoid putting down 

o  your mobile or any other contact numbers 

o your physical address 

o any other details of where you can be physically located (like pinning a location on 

google maps, for eg) 

- For email, it is good to stick to one ‘public’ email id (like a google id) and use that across not just 

Facebook but your other social media sites also. 

o Avoid giving out your work related and other email id’s 

Happy and Safe Facebooking!  

 

 

 

 

 

 

 

 

 

 

 

 

Note : All Screenshots are from Facebook and all the associated copyrights etc entirely belong to Facebook 

To keep yourself safe and secure online, get regular tips and advice on personal cyber and online 

security from Arrka. Follow us on 

- Our blog: http://arrkaesecurity.wordpress.com 

- Twitter: @arrka2 

- Facebook:  Arrka e-Security Solutions 

- Our website: http://www.arrka.com  

https://www.facebook.com/help/?faq=120939471321735
http://arrkaesecurity.wordpress.com/
http://www.arrka.com/

